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SmartLuk Limited Company
Description
·    SmartLuk Limited Company deals with the manufacture of detergents and bleachers. 
·   The company stands between two other companies; the one at the right deals in braids and body lax for women while the other manufacturers all types of plastic households. 
·   My company operates from 7:30 am to 3:30 pm and my employees are fifty in number. However, the employees work as per the three departments. 
·   For instance, the administration department consists of eight, the production department holds thirty-five employees, and the sale and marketing department takes seven people.
·   Adjacent to the main entrance is a substantial automatic generator that runs when electricity cuts off.
· Immediately after the generator is 50 X 4O meters space where employees assemble in before and after the working hours.
· From the area is a big rectangular block house with a corridor that runs from the front door to the back door.
· The front of the building holds offices in the right and then store in the left, the center is a working room with big machines, water taps and plastic pipes running from the office to the back of the house. 
· Then the end of the building is the production chamber with machines. Space, the size of the front one, precedes the back gate. 
· However, on the left side of the backspace, there are three cylindrical tanks with pipes that connect to the production room. 
· The cylindrical tanks hold chlorine gas.
a.) Risk Control Practices
· The store and production managers carry regular inspections and write reports on the condition of the rooms and other infrastructure like gas and water pipes or shelves in the store.
· After every two weeks, the equipment like the production machines, trolleys, tables, etc. undergoes maintenance to reduce the risk of failure.
· The senior security personnel carry out a test on security cameras and fire detectors facilities to minimize damage risk.
· Machinery at the production room has sensors that make them go off every time an inconvenience occurs during the production of an item. For instance, they shut down when detergent spills over in the event of bottling or capping.
· The back and front door automatically opens up when the pipes carrying bad gas leak and the levels of the gas in the air reach alarming levels. IT reduces the health risks of the workers. 
· The employees wear overalls and boots and always carry gas masks to minimize health risks.
· There is a well-defined channel of communication to avoid risks of information leakage or ambiguity.
· The company reduced the risk of losing filed data and information through the use of computers with back up. It enables a secure retrieving method for data.
· The employees go through training every month to reduce the risk of customer distaste which can affect the relationship between the company and the immediate customer.
· The manager reduced the risk of profit shortfall by organizing outreach to trap customers.
· The Production Department and The Quality Assurance agents ensure all the properties keep watch of all the goods leaving the company’s door undergo testing to avoid consumption risk.
· The workers receive a packet of fresh milk every day, after the work to reduce health-related gas.
b.) Access controls for computers systems, internet, and physical building
The three categories of employees in the company do not have the same mandate to access information on computer systems, internet, and physical buildings. Every individual operates at a particular level of restriction to company’s data.  For instance, the worker arranging products in the store cannot access entry to the production department but the manager can. This way, the different parts of the company functions effectively without interrupting each other. This paper explores the access control system to computers, internet and physical building.
First, the company employs the use of Role- Based Access Control (RBAC) in the various departments. This access control focuses on permissions given to individuals depending on the particular role assigned to them. For instance, all the employees have permission to visit the manager’s office but cannot get to the IT office if not accompanied by an IT officer. Also, the doors to the IT office and production room require security cards; the office issues the cards only to the people working in those areas. Visitors seek permission from the security officers at the gate. They cannot go beyond the offices in to the working areas. The phrase: “strictly for authorized person” form the content of notices on doors. The authorised person is the one who the authority gives permission following the particular role he or she plays.
Secondly, the company uses Discretionary Access Control (DAC). Usually, the officers at the IT office have access to the data and information about the company. Every user in the office can access and control the computer systems of the company. This way, the officers have all the codes that control the opening and closing of doors, the passwords to control company’s workers portal and keeps watch of all the security system. Therefore, the IT officers do not have a lot of limitation when it comes to computer systems. However, all other workers operate using the Mandatory Access Control (MAC)
The Mandatory Access Control is a paradigm, hardware or software component or a policy that restricts people from accessing particular place or information in computer system. The access control system is controlled by administrators and use either passwords in the case of computer system or keypad, if it concerns a building. In the company, workers are strictly forbid from entering the store if they are not assigned to work there. Apart from the human resource manager, the store managers and the senior delivery officer have the key to the store and can open it anytime. On the side of the computer system, workers have passwords to access to the company’s’ portal. Also, the internet company does not allow the workers to use their mobile phones during the working hours for security purpose.
Suffice it to mention that, the SmartLuk limited company have tough security. People working in the company use particular directives to operate within and outside the company. The only places where people can access are the washrooms that are outside the working place. The company ensures a lot of security in the IT office, the production department and the store.
c.) Security architecture and other security management methods
The company has a security system designed for the safety of the workers and the properties in the building. First, the architecture of the whole building appeals to security needs. Fro instance, the front and the back of the building have spaces where workers assemble in the event of fire or explosion of the cylinders holdings poisonous gas. Secondly, the doors that open to the two spaces open automatically when dangers avails. The building holds numerous security sensors that help when fire start or gas explodes.
Also, security cameras, CCTVs, punctuate every sensitive corner of the building, for instance, the camera at the main gate takes pictures and movement of visitors. The cameras have motion sensors that trigger their workability when a person passes nearby. Other cameras watch over the workers in the production department and in the store. They detect and record any inconveniences that arise in the building. 
Besides the cameras with sensors, the machinery in the company reacts to dangers in various ways. In the event of fire, the machines switch off and the exit doors open. The workers will stop what they do and run for safety in either of secure areas in front and back of the building. There is also a fire security system fitted higher on the walls of the production room. The system sends fountains in the air when fire starts in the room.
Lastly, the workers do not use their mobile phones until lunch break and after the working hours. The security of the company holds that phones may bring lower the concentration of the workers and therefore make them do mistakes when dealing with the sensitive machines. Also important in the security architecture of the company are the speed sensors that control the speed of vehicles that deliver products to the market. The sensors prevent the vehicles from collision with others and from over speeding.
